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Prevent now, secure tomorrow

Eliminate blind spots
in your Microsoft 365 environment

The Secutec Microsoft 365 Security Kit is a fully managed, automated solution designed to proactively
detect and remediate misconfigurations and vulnerabilities in Microsoft 365 environments. Leveraging
industry-standard benchmarks and real-world threat models, it performs 99+ security checks daily to
ensure your setup remains compliant, secure, and aligned with Microsoft's constantly evolving configura-
tion landscape.

How it works

With a simple, secure connection to your Microsoft 365 tenant, the Security Kit scans and evaluates key
security areas, eliminating the need for time-consuming and complex manual checks to identify missing
or unsecure configurations.

Key focus areas include:
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The M365 Security Kit provides integrated clone detection

Examples of critical security checks

e No MFA for admins e Misconfigured SPF, DKIM, or DMARC records

e Overview of MFA status for all users e Weak or custom passwords allowed (e.g. "1234")
e Too many global administrators e Use of file sharing platforms like Dropbox or Box
e Dangerous file types allowed in emails e Phishing detection notification: check for fake

e Insecure MFA setup (e.g. SMS-based) Microsoft login pages

e Optimal settings for the Authenticator app

e No warning banners on external emails

Request your 30-day trial!

Test the Microsoft 365 Security Kit for free for 30 days and experience the peace of mind of continuous,
expert-driven security. Go to secutec.com/M365-security-kit for more info.




Continuously patrolling your digital perimeter

Secutec SecureSIGHT's managed service offers the most cost-efficient solution that covers the most
crucial aspects of a cyber attack’s life cycle by analyzing a wide range of attack vectors and indicators
of compromise. The Secutec Security Operations Center (SOC) collects all data about possible attacks,
adds context to alerts and provides you with actionable data and interpreted insights.

Leveraging your current security infrastructure, Secutec SecureSIGHT presents 11 different modules
tailored to your specific requirements.

PREVENT

Attack Surface Leaked Credentials Darknet

Management Monitoring

Monitoring

M365
Security Kit

DETECT ( RESPOND ) (' vALIDATE )

Active Managed Brand
Threat Hunting Monitoring

MySecutec | Take control of your cybersecurity

The MySecutec portal allows you to be more engaged with the security results of your organization. It
offers a clean, intuitive dashboard that brings together all essential security data in one place such as
assets, reports, threats, and accepted risks.

With actionable insights, you can quickly identify, prioritize and address the most critical vulnerabilities,
track asset risk levels, and follow up on threats with built-in notes, filters, and export options. Real-
time alerts for critical threats are delivered via email, ensuring you're always informed and able to act
immediately.

Your central security hub,
always at hand

The MySecutec App gives you real-time access to
your cybersecurity posture - wherever you are.

With the app you can:
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